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2.23 fauesimdessilunisiiszuuBumesilnifndssosiumsldiussuulnsdwvissning
fuisansaneldiduung
2.24 flaussiadeadnm Public IP Address v.4 flamzifouluuiuumingndesivy
\Jealuad lildowndn 1 Class A 5o 2 Class C
2.25 flaues1mfosdnm Public IP Address v.6 Wituun1inendssuagdednmildemlaly
#oundn 8 IP Address @15ulsuIn1s DNS uag Web Site U99u%1INGNEE LAZMLIENUY
2.26 fauoiadasdiiunisdnmaunsalsesiu Link lifesndt 5 Gbps dwiuleusefu
ALiusnas warlidesunin 4 Gbps danfunisideudefuiiuiidnnisinel wazamnsausenaa IP
Address Al#3UN159Ma35970 Uninet Wislianunsaldaszuuiadetisdumedidaves Uninet 1
2.27 fuesimnosdniiunisdavgunsalsessu Link lidesndn 1 Gbps ¥es Uninet 1ol uay
awnsaUsznie IP Address Ailssun158assan Uninet Witelianunsaldemissuuinietiodumesdidn
¥83 Uninet 141
2.28 fauosadesiimsiom uasiasigunsalinumuaenfouuiaetisnouiinmes
Tuszauenwaladu (Application Firewall) ﬁsaa%uﬂag%m%nwwnwaﬁwawu (Throughput) ¥4 Firewall
swasdun Mareluil
1) Hugunsal Appliance fioonuuuTunaamiz ievimii1fidu Next Generation
Firewall uazfimeUszsnanaifuuy sPU ievimihilauayunisinnuvesshagunsal
2) qﬂﬂiiﬁﬁﬁ%auaﬁmagjmﬂﬁ Magic Quadrant for Enterprise Network Firewalls
2017 wag Magic Quadrant for Unified Threat Management 2017 Tuszeu Leaders
3) gUnsniazdesdl Interface dwfuifausiaszuuiniodisuuy Gigabit Ethemet
(RJ-45) ldtionnin 16 voslag WUy Gigabit Fiber (SFP) fisasfunisiinda SFP Transceivers Lo
N1 16 999 Wag Wuu 10-Gigabit Fiber (SFP+) fisos¥unnsinda SFP+ Transceivers luifaendn 8
s9¢ Tnemn Interface agdotausanmun ( Interface Rule ) 1Uu LAN \WAN n¥o DMZ 1d uaz
anunsamu (Interface Zone) fifauaszuufmunduunies lilaedass wie amnsafmualidu
Interface dmsuvin HA 141
4) gunsnfassiesdl Storage Melu wualiifosndn 240 GB 1wy 2 Units
5) flanusalunisvianu Firewall Throughput (1518 Byte UDP) laitiasnin 72 Gbps
6) aru1505095Un15ideNAenFoufu (Concurrent Sessions) . TCP sl aendn
10,800,000 Sessions
7) awnsansiedeunasdesiunislaufiedetieussian 1PS fifinnnuiilunisie
Throughput (Optimal) aliesnin 13 Gbps
8) anansavhmsdenles IPsec VPN Jefinnuislunisvianulitfesndt 45 Gbps
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9) awsaviinisiienles SSL VPN aania3es Client laitfoendn 9,000 Users Taglalide
RISTERT]

10) @u150UTM1IN3IANIaUnsaliu Console Uay Web Browser 19U Firefox 1138
Google Chrome g1

11) @1u150d@3519 Firewall Policies HaU W@ UAUTEUIS IP Address, User, NAT,
Security Profile ne/l# Firewall Policies lutaifganiula

12) anansansaadunaztesiu Virus fidiulusiaaea HTTP, IMAP, SMTP, POP3, MAPI
uay FTP ol

13) annsavirnuludnuag SD-Wan ﬁﬂ’mﬁjwﬁumwm Traffic WUU Load Balancing
91N AMNINYVEY Link LU Latency, Jitter, Package Loss

14) @wnsasesdunsrauiu 1Pvé Tdiel Routing, Firewall, UTM, NAT64, NATA6,
IPSec lngldidaanldans

15) sos5Un1InsIvaaurldau (User Authenticator) fiu Local User nelusingunsal,
LDAP uaz Radius auflsanunsnyineiusuu Single Sign-On fu g1uteyaldaniuu Active Directory
(AD) uaz Radius 161

16) anunsauUaszRuvesfquassuulivarsssiuiioninulasndovenisianis
gunsalla (Administrator Profile) .

17) anunsaadatyddldau (User Account) Usgian Guest n3e Temp User fifi
st uLuUds (Random Password) wazanunsafuritiy@ildaudanantuguuuush (Ticket ) 14

18) @m130@s Log LU Syslog MmuNnasgIu RFC-3195 waw CEF LUg Server a1guan
ewnnan 1 Server

19) sedumsvhaudnua Virtual Domains liegsties 10 Virtual Domains

20) gunsniFeslduns3uTasaIN ICSA Labs il Firewall, IPsec, IPS, Antivirus, SSL-
VPN uag IPv6 '

21) gunsaifithiauedesumnsg Iy FCC uay UL

22) gunsniazsnsiuvasinglviuy Redundant Power Supply

23) qﬂﬂiaiﬁtaualﬁmwu Enterprise License

24) ysffiauesiardesianiainsiamninendvarnsauine vienunulunis
suflumsiisatugunaal Firewall fiauslilaglidndenededFuiinvaufananluuhdan

25) fiedesdrsomdanilihfifaunelidesnin skvA srualitesnin 1 wades
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2.29 fiduasimaeviinisdam wazRnnslusunsudesiunisyngniiules (Web Application
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1) 1iulusunsuiesnuuuinlaoiamzlunstdestunisynsniivladuy Virtual Web
Application Firewall

2) {Wulusunsufianunsatesiuduledlalitesndt 16 Hules way fannusalunis
dwiudeyaiivles (HTTP Throughput) liitlesndn 1.2 Gbps

3) |ulusunsufiannsasesfumsifeuselivlas HTTP Transections laitfosndn 3,000
sessions AU Lag HTTP New Sessions hitlaanin 2,800 sessions #oIudi

4) Wulusunsufisesdunireuszananaldtiesndt 2 Core vCPU waz wiheaa1usalal
floentn 4 GB Tnesesiumsinifiudeyarmanlaliitosndn 100 GB uas geanlitforndn 1 T8

5) Wiulusunsuitsessureadeusasyuuirdetis (Network Interface) lailiitfosnin 10

6) {ulusunsufivhwedilunistestuaniaensdodmiu Web Servers, Applications
Lay APIs Tialusediu Network wag Application Layers s

7) Julusunsuiisesiunisvia ssL Transparent proxy

8) 1ulusunsufianunsadestunistauddedsaeg I§egnationdadl SQL injection,
LDAP injection, SSL injection, XPATH injection, Command injection, Remote File Include (RFI)
injection

9) Hulusunsuiitlosunislaus Cross-site attacks, XSS wag CSRF attacks 16

10) L‘TJuIUiLLﬂSmﬁmmmaLﬂiwﬁLLUU Semantic analysis Lﬁam%ﬁfu SQL injection
uag XSS attack 19

11) Lﬂuiﬂﬂmsuﬁﬁmsﬂaaﬁ’uma%ﬁlwa‘uadﬂﬁaga (Data leakage) s9a1dens57lnanin
YofianatnveanIosneufiainofulune (Server Emon), defianainvesgrudeya (Database Error),
\oviulausanes (Web Directory Content), Code waz Keyword Millusgratios

12) Lﬂﬂﬂﬂmamﬂaaﬂumii’ﬂwamaa‘uama’mmﬂa NYLRUTRTSUIAT, UATATAR
TPt waraunsadmuaterudeuriutoyaiisinaiiolifliuansia (Replace with Specifiled
Charecters) ¢

13) Wulusunsuiidauannsalunmstostuaudasndevesant (Cookie Security)
19U Cookie Tampering Wag Hijacking sauasasiumslday Cookie Signature wag Encryption

14) Wuldsunsuiianunsadeatunisaunuivledidu Behavior of scanning, crawling
way directory traversal e

15) Wulusunsufisesdunisdesiunislaufidesing Web Server, Web Framework
ey Web Application 1t
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16) Wulusunsuiisesiumsmurumsididieny Geolp 1

17) Wulusunsufianuisadesiusiawad via Web Shell, Trojan Attacks tlag Brute
Force Attacks adusgeties '

18) Wulusunsuftanunsatesiunislaufisae DoS Attacks, Ping of Death Attacks,
Teardrop attack, IP fragmentation attack, Smurf and Fraggle attack, Land attack ag ICMP large
packet attack lluedaoy

19) Wulusunsuiianunsateatiu DNS query flooding attacks uag IP
scanning/spoofing Wag Port Scanning a

20) Wulusunsufianansatlesiu ICMP Flood, UDP Flood Wae SYN Flood liifiuagnaiey

21) \ulusunsuiisesfunmstlesiudae 1P reputation uag Blocking Malicious 1P 1

22) Hulusunsuiisessu HTTP2 wuu Reverse Proxy Mode ¢t

23) L’fJuIUiLLﬂ’mﬁﬁ SSL Hardware Acceleration wagse45uU Web Cache, Page
Compression, TCP Multiplexing, SSL Unloading, SSL Proxy 1]

24) Hulusunsudisesdunisvi Server Load Balancing Tuluain Reverse Proxy 57uds
Weighted Round-Robin, Least Connection, IP Hash Algorithm lae IPv6 Server Load Balancing 1t

25) HulUsunsuTiTaIsun15n 51980 UANEHIUNA Local Authentication, Radius hae
TACAS-C+ lailuegradoy

26) \Hulusunsuiisessunsudluniniuledudaiiou (Alert Page Customization) wae
anunsavhmaAsudumsnmsudafeuduledluds URL fiszyls

27) LfJuI"LJ3LLﬂ‘imﬁmmmLLamﬁﬂENWLﬁEJ’Jﬁ"U Security Risk Overview, Site Risk
Overview, Attack Type Details, Site Visits, Summary of Network Layer Attack Teduatnaties

28) (Hulusunsufisesiunisudaiiouna e-Mail, SNMP, SYSLOG wag SMS I

29) \Julusunsuitanunsau3msdnnssunia HTTP, HTTPS, SSH 1duedaties

30) 1ulUsunsuilanunsaviseaudeenlugunuulid POF, poc Tdilusd1aies

31) \ulsunsuitannsoldaunumnsgiu 1Pve 19
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Jumesidnannieusnumineds ngldfeAilding Uszneudiy

1) Ju (SIM) veg AIS, True Uag NT frednsanuialidosnin 15 Mbps 9g19ay 1

2) B (SIM) vesfiaunsimmIegliuinissedu S1u 8 Bu fedanaruilites
N1 512 Kbps Lilelddmiugunsal oT vesuminende
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2.31 ;limuaﬁm%éfaﬁmmqﬂﬂiﬂim‘xm sduunudumesidauuuliae (Router WiFi)

o
=

ffluunneddrsosnuulddu (SIM) veadfiaussia wiaudu (SIM) ifldnsiarusalitesndt 15 Mbps
$1uau 12 gn Wiuuminerdeiftelddmiunisasarufifnuesula nsdfiszuuiaiotis
duwesilnvawmine dedatos

232 flauonnasdesdamaunsainseaedyyradumedidauuuldany (Router WiF) fif
LUALADIA3eY 3egunsalnszedyadumesidnliaewuy Pocket WiFi fianunsald@u (SIM)
YaaiauasIan fednsAusaliteendt 20 Mbps 91U 5 4 Tifuaminendeiitelddmsuns
Useuooulay nsdifissuuiadoinsdumeiidauazsruulriivesuminendedades

233 fauenmdesiinsidousesuuirdetnedumesiinielfuminedeannsalda
sEUUUIWITNsRuNTAdINIATUULBLIanTIeling (https://newgfmisthai.gfmis.go.th) A38TEUY
wisothemeluvesminedeluyniiuiidnnisdne
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1) g’{"uuzmiLauaiﬂmﬁaaaméfﬁu,aa":mmaaua:uuﬁaum’lﬁué’ma%amﬂuizamaﬂmﬁu
15 4u duananuasuuludyyn Lavsuiinveuaildieintulunsnaaeusy e tneay
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